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Goal: Use machine learning to augment
1. Range index structures (B-trees)
2. Existence index structures (Bloom filters)
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B-trees
999
998
995
990
980
978
975
9743200 6544 111188 19151312 28262525

4 8 12 25 27 30 32 35 940 955 974 990

790 800 940 110027 40 84 100

110 215 415 700

Sorted array
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If data is all integers from 0 to 1 million?
479
478
477
476
475
474
473
4723210 7654 111098 15141312 19181716

4 8 12 16 24 28 32 36 464 468 472 476

420 440 460 48020 40 60 80

100 200 300 400

Sorted array
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If data is all integers from 0 to 1 million?

No need for B-tree
• O(1) look-up
• O(1) memory

479
478
477
476
475
474
473
4723210 7654 111098 15141312 19181716

Sorted array
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B-trees

A B-tree maps a key to a page

Then searches within the page

B-tree

Page

key
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First attempt

Replace B-tree
with neural network?

Model: f(key) → pos

Then searches from
[pos – err, pos + err]

pos – err pos + err

Slide by Alex Beutel

key



First attempt

200M serve logs timestamp sorted

2-layer NN, 32-width fully-connected, ReLU
Tensorflow

B-trees lookup time: 300ns

Model lookup time: 80,000ns

Slide by Alex Beutel

key



First attempt: key issues
Tensorflow designed for big models

Big overhead on small models

B-Trees “overfit” the data…
but NNs designed for generalization

B-trees are cache- and operation-efficient

1

2

3



Revised approach: Hierarchy of experts

Experiments:
• Up to 70% speed optimization
• Order-of-magnitude memory savings

Model 1.1

Model 2.1 Model 2.2 Model 2.3

Model 3.1 Model 3.2 Model 3.3 Model 3.3

Position
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Bloom filters

• Database is a set 𝐾 ⊆ 𝑈 
• Goal: DS allowing us to quickly determine if any 𝑥 ∈ 𝑈 is in 𝐾
• Use hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

Alice Bob Claire

Database

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0

1 2 3 𝑚

ℎ! Alice = 3

For each 𝑥" ∈ 𝐾 and 𝑗 ∈ [𝑘]:
Set index ℎ#(𝑥") equal to 1
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• Database is a set 𝐾 ⊆ 𝑈 
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• Use hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

Alice Bob Claire

Database

0 0 1 0 0 0 0 0 0 1 0 0 0 0 0 0 1 0 0

1 2 3 𝑚

ℎ! Alice = 3 ℎ$ ℎ%

For each 𝑥" ∈ 𝐾 and 𝑗 ∈ [𝑘]:
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Bloom filters

• Database is a set 𝐾 ⊆ 𝑈 
• Goal: DS allowing us to quickly determine if any 𝑥 ∈ 𝑈 is in 𝐾
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Set index ℎ#(𝑥") equal to 1
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Bloom filters

• Database is a set 𝐾 ⊆ 𝑈 
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Bloom filters

• Database is a set 𝐾 ⊆ 𝑈 
• Goal: DS allowing us to quickly determine if any 𝑥 ∈ 𝑈 is in 𝐾
• Use hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

Alice Bob Claire

Database

0 0 1 0 1 1 0 0 0 1 1 1 0 0 0 0 1 0 1

1 2 3 𝑚

ℎ% David = 8 ℎ$ ℎ!

David Not in 
database

0



Bloom filters

• Database is a set 𝐾 ⊆ 𝑈 
• Goal: DS allowing us to quickly determine if any 𝑥 ∈ 𝑈 is in 𝐾
• Use hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

Alice Bob Claire

Database

0 0 1 0 1 1 0 0 0 1 1 1 0 0 0 0 1 0 1

1 2 3 𝑚

ℎ% Elliot = 6 ℎ$ ℎ!

Elliot False 
positive
(no false 
negatives)0



Learned Bloom filters

Idea 1: Replace Bloom filter with a classifier?
• Train ML model 𝑓: 𝑈 → 0,1  with threshold 𝜏 so (hopefully)

𝑓 𝑥 ≥ 𝜏.	 ⇔. 	 𝑥 ∈ 𝐾
• Training set: 𝑥, 1  for some 𝑥 ∈ 𝐾, 𝑥, 0  for some 𝑥 ∉ 𝐾

Key issue: May be false negatives (𝑓 𝑥 < 𝜏 for some 𝑥 ∈ 𝐾)



Learned Bloom filters

Idea 2:
• Train ML model 𝑓: 𝑈 → 0,1  with threshold 𝜏 so (hopefully)

𝑓 𝑥 ≥ 𝜏.	 ⇔. 	 𝑥 ∈ 𝐾
• Training set: 𝑥, 1  for some 𝑥 ∈ 𝐾, 𝑥, 0  for some 𝑥 ∉ 𝐾
• Construct backup Bloom filter:
• Bloom filter for set 𝐾FG = 𝑥 ∈ 𝐾 ∶ 𝑓 𝑥 < 𝜏

Alice Bob
Database 𝐾&'

0 0 1 0 1 0 0 0 0 1 1 0

Ideally much smaller than 
Bloom filter for 𝐾



Learned Bloom filters

Query 𝑥 ∈ 𝑈 ML model 𝑓 𝑥 ≥ 𝜏? Yes Return yes
No

Backup 
bloom filter

Yes Return yes

No

Return no



Setting 𝜏
• 𝐷 is a distribution over 𝑈 ∖ 𝐾
• FPR! = false positive rate of backup Bloom filter

Next class: how to set Bloom filter size to control 𝐹𝑃𝑅H 
• False positive rate of learned Bloom filter:

FPR" = ℙ#∼% 𝑓 𝑥 > 𝜏 + ℙ#∼% 𝑓 𝑥 ≤ 𝜏 ⋅ FPR!

• If want FPR" ≤ 𝜖:
• Choose 𝜏 s.t. ℙI∼K 𝑓 𝑥 > 𝜏 ≤ L

"
• FPRH ≤ L

"

Return yes Send to backup Bloom filter



Experiments

Keys: 1.7M URLs from a Google dataset

Non-keys: Random URLs and phishing URLs

Goal: 1% FPR
• Normal Bloom filter: 2.04MB
• Learned Bloom filter:

• ML model (RNN) requires 0.0259MB
• Backup Bloom filter requires 1.31MB

36% improvement
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Goal: Use machine learning to augment
1. Range index structures (B-trees)
2. Existence index structures (Bloom filters)

i. Approach
ii. Theoretical guarantees/insights

Broder, Mitzenmacher [Internet Mathematics ’04]
Mitzenmacher [NeurIPS’18]



Bloom filters

• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

Alice Bob Claire

Database

0 0 1 0 1 1 0 0 0 1 1 1 0 0 0 0 1 0 1

1 2 3 𝑚

ℎ% Elliot = 6 ℎ$ ℎ!

Elliot False 
positive
(no false 
negatives)0



False positive analysis
• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚
• Map 𝑥 ∈ 𝑈	to a random number in [𝑚], independently and uniformly

• Bloom filter: array 𝐴 ∈ 0,1 &

• 𝜌 = fraction of bits set to 1
• For any 𝑦 ∉ 𝐾,

ℙ 𝑦	yields	a	false	positive ∣ 𝜌 = 𝑞 .	
= ℙ 𝐴[ℎ' 𝑦 ] = 1, ∀𝑖 ∈ 𝑚 ∣ 𝜌 = 𝑞 .	
= ℙ 𝐴 ℎ( 𝑦 = 1 ∣ 𝜌 = 𝑞 ⋯ℙ 𝐴[ℎ) 𝑦 ] = 1 ∣ 𝜌 = 𝑞

	 = 𝑞) 	



False positive analysis

• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

• 𝜌 = fraction of bits set to 1

𝔼 𝜌 = 𝔼
1
𝑚
X
'*(

&

𝟏 '!"	,-.	/0.	.1	( =
1
𝑚
X
'*(

&

ℙ 𝑖.2	bit	set	to	1 .	𝔼 𝜌 =



False positive analysis

• Database is a set 𝐾 ⊆ 𝑈 
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False positive analysis

• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

• 𝜌 = fraction of bits set to 1

𝔼 𝜌 =
1
𝑚
X
'*(

&

1 − ℙ 𝑖.2	bit	set	to	0 =
1
𝑚
X
'*(

&
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𝑚 − 1
𝑚

3 )

ℙ 𝑖.2	bit	set	to	0 = ℙ ℎ4 𝑥 ≠ 𝑖, ∀𝑥 ∈ 𝐾, ∀𝑗 ∈ 𝑘
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1 − ℙ 𝑖.2	bit	set	to	0



False positive analysis

• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

• 𝜌 = fraction of bits set to 1
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1
𝑚
X
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𝑚
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ℙ 𝑖.2	bit	set	to	0 = ℙ ℎ4 𝑥 ≠ 𝑖, ∀𝑥 ∈ 𝐾, ∀𝑗 ∈ 𝑘

	ℙ ℎ4 𝑥 ≠ 𝑖 = 1 − ℙ ℎ4 𝑥 = 𝑖 = 1 −
1
𝑚
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1
𝑚
X
'*(

&

1 − ℙ 𝑖.2	bit	set	to	0



False positive analysis

• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

• 𝜌 = fraction of bits set to 1

𝔼 𝜌 =
1
𝑚
X
'*(

&
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False positive analysis

• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

• 𝜌 = fraction of bits set to 1
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1
𝑚
X
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	 ≈ 1 − exp −
𝐾 𝑘
𝑚

• With high probability, 𝜌 ≈ 𝔼 𝜌  (Chernoff bound)

𝔼 𝜌 ==
1
𝑚
X
'*(

&

1 − ℙ 𝑖.2	bit	set	to	0



False positive analysis

• Database is a set 𝐾 ⊆ 𝑈 
• Hash functions ℎ!, ℎ", … , ℎ#: 𝑈 → 𝑚 ; ℙ ℎ$ 𝑥 = 𝑗 = !

%

• 𝜌 = fraction of bits set to 1
• For any 𝑦 ∉ 𝐾,

ℙ 𝑦	yields	a	false	positive ≈ 𝔼 𝜌 ) ≈ 1 − exp −
𝐾 𝑘
𝑚

)

• If 𝑚 ≈ |𝐾| log (
5
 and 𝑘 = log (

5
,

ℙ 𝑦	yields	a	false	positive ≈ 𝜖



Differences between FPRs

Bloom filter: for any 𝑦 ∉ 𝐾, ℙ 𝑦	yields	a	false	positive ≤ 𝜖

Learned Bloom filter:
• 𝐷 is a distribution over 𝑈 ∖ 𝐾
• FPR! = false positive rate of backup Bloom filter
• False positive rate of learned Bloom filter:

FPR6 = ℙ7∼% 𝑓 𝑦 > 𝜏 + ℙ7∼% 𝑓 𝑦 ≤ 𝜏 ⋅ FPR!

• FPR6 is with respect to a random draw of 𝑦 ∼ 𝐷
Return yes Send to backup Bloom filter



Differences between FPRs

Bloom filter: for any 𝑦 ∉ 𝐾, ℙ 𝑦	yields	a	false	positive ≤ 𝜖

Learned Bloom filter:
• 𝐷 is a distribution over 𝑈 ∖ 𝐾
• FPR! = false positive rate of backup Bloom filter
• False positive rate of learned Bloom filter:

FPR6 = ℙ7∼% 𝑓 𝑦 > 𝜏 + ℙ7∼% 𝑓 𝑦 ≤ 𝜏 ⋅ FPR!

• FPR6 is with respect to a random draw of 𝑦 ∼ 𝐷
Return yes Send to backup Bloom filter

Not robust to distribution shift

Robust to distribution shift


